Running head: INFORMATION 			1

INFORMATION		4









Information Security
Name: 
Institution:











Wireless Security Breach
Data breaches occur on a daily basis in various places which sometimes are done at once such that it may be difficult to keep track of them. There are several significant wireless security breaches that have been conducted in the current century. One example was the September 2016 breach on Yahoo that was in between negotiations to sell the company to Verizon. Yahoo announced that it had fallen victim to one of the biggest data breach ever witnessed in history. The cyber-attack firstly compromised the email addresses, real names, telephone numbers and birth dates of more than 500 million users. “The organization claimed that majority of the passwords got hashed by the use of a strong crypt algorithm.” (Armerding, 2018)
A few months later, that was in December, the firm buried that an earlier record with a disclosure concerning a 2013 disclosure that was conducted by various hacker groups had compromised accounts that summed up to more than a billion. Moreover, the email addresses, passwords, and dates of birth were not protected as the ones that were involved in the year 2014. Yahoo in 2017 revised the estimate claiming that there were in fact over 3 billion accounts that were compromised amidst the heist (Armerding, 2018).
The wireless breaches had knocked about $350 million Yahoo sale process. Verizon ultimately paid about $4.48 billion for the primary internet business conducted by Yahoo. The agreement had called for both companies to share the legal and regulatory liabilities attributed to the breaches. 


Network Security Design
The most significant attack which I would take into consideration in the design process of network security may include the Virus/ Worm/ Trojan horse, Direct Access, Identity Spoofing as well as the Remote Access software.  There are several high-level security policies that may be implemented in a company for the purposes of information security. “One of them is the audit policy which utilized in conducting risk assessments and audits to ensure there is information integrity, investigating incidents, hence there is conformance towards the security policies or even monitoring the system and user activity when it’s appropriate.” (Paquet, 2018). 
Risk Assessment Policy can also be implemented as it defines the requirements and also provides the authority for the security team to assess, identify, as well as remediate the risks towards the infrastructure of the information associated with the business conduct. Automatically forwarded email regulation on the other hand documents the policies restricting the automatic forwarding of emails towards an external destination without an approval from the respective director or manager. The acceptable use policy particularly defines the acceptable utilization of the computing and equipment services as well as the appropriate security actions or measures which workers need to take so as to protect the proprietary information and corporate resources (Paquet, 2018).
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